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Reflectlng on the over mdulgence and dependence on the electromc gadgets (mcludlng mobile

.phone) CBSE in July 2009 has termed them as. sources of dsstractton whlch can also be mlsused

Aimlng to create meamngful iearntng atmosphere in the school and partlcularly in the
: Classroom the school doesn t permlt any student carrylng any electronlc artlcle to the school.

Non- compllance of the rules Would be con5|dered as an offence

If a student is found in possessmn of It then the unauthonsed electrontc equipment would be
~confiscated and will be kept under school custodv Along with: th!S the school counselior would
also take parental'u ndertaking from the parents,_stating that the offence would not be repeated.

The school looks forward to create an atmosphere wherein creativity and learning is nurtured

a_nd hence en'ahlihg holistic growth of every student. a6y | =



1. CyberPolicy

|| i )

. i .that.-a",-B'BPS staff and students fol'low certaln ba51c rules 'W|t ,rega_. e

mternet use and use of IT in general Its a|m isto prevent students or staff comlng to harm as a resu|t_

of others access;ng tntolera nt, extremlst of hateful web sites. Also, it is here, to protect StUde“tS and-

5 '-staff from C‘r’ber rlsks BBPS has the rlght to momtor electromc mformatlon created and/or.

communlcated by students or staff usmg school computer svstems / eqmpments and ”etWOrks

'lncludlng e- ma|I messages and usage of the lnternet

W ety st

11 CYBERSPACE

bt _:‘_'L.-.l'"._l "".—“"It IS 'a complex enwronment consmtmg of |nteract|ons between people-equrpment.s_
rl utlon__ of informat:on and_

JoRaler s ) 'meg to the numerous beneflts br:__ | ght about by technologv, the CVbQTSPaC“—' is a_

' -common pool of resources used by students cltlzens, busmesses cr1t|cal mformatlon'

Sl ;--__|nfrastructure and aII stake holders

i ',1.1'_.3_ "Informatlon Technology (lT) is one of the crltlcal sectors that rlcles on and re5|des m_.

Cyberspace :
’-3.',1'1.'4' '_'.-We must prowde a rrght krnd "of focus .-for secured computmg enwronment and-
e £ adequate trust and confldence in electromc transactlons software, servxces devices

b "and networks

: ,1;1.5-__ '.CyberSpace 1s vulnerable to a W|de varlety of rnc|dents whether mtentlonal or
acodental manrnade or natural and the data exchanges in the cyberspace can be

-exploltedfor nefanous purposes eI

1 2 SAFELY USE Ol" INTERNET . :
'1-'2'.1 IMust receive permission from a member of staff before accessmg the mterlnet
e -1.'_2.2 Must access only appropnate sites for their work any attempt to bypass filtering
5 . e SVstern or access socual networkmg 51tes or chat rooms W|II be wrth the perm|55|on of
: a teacher for a work related |tem : - J
r .':i"_z",:g ~ Must not claim to be: representlng the school in an offlmal capaclt\,;r when usmg ‘the
b e i Imternet or e-mail or web5|te prlvately ; :
_ 124 Must not use any mternet ser\nces to purchase goods or make.a‘ny payments unless

-_ uthorlsed othermse
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1.2.5. "As: the mternet allows you to do more and more. onlme |t is extremely important to .

_be aware of the dangers and, how to stay safe T '-,_

1.2.6 ¢ Use soual networks prwacy settmgs ) only your fnencls can see your mformatton .
BRSO Nevenopen an ematl from an unknown source —it'may contam viruses that can harm
¢ g computer And don 't access or use f1|es W|thout'the perm|Ss|on of owner. :
1.2.8 Don’t send plctures to strangers or wew plctures thai strangers send you
129 Passwords should be kept. prlvate {except from parents) '

1.2.10 Always use the two- factor authentlcatson for emall and other |mportant loglns

2t -make sure' that your \;ou know your rules abou sugg ""ve"matenal or other content that ma\lr '

reﬂect poorlyr on you Thls means no embarrassm or.cruel’ posts, _no hate speech or groups, no

compromising plCtLlreS -yq'u'f- wouldnt want ' _‘ '. .world "':I_to._.' ssee,
Be a good d|gltal citizen. Onhne cheatlng is stlll cheatmg a laggmg mapproprlate content ISI‘I o

‘tattling:

Encourage crltlcal thmkmg You: should ask “who posted thls'-’ Why'-'” Thmkmg thlS way W|ll help
you find trustworthy mforma'uon, nd 1t W|ll also help you avord onllne scams that de[wer spyware
and viruses dlrectly to your home You should also thlnk cntlcally about your own posts. Learn to
ask yourself "Why arn l postlng thls? Who W|II see tt? Could it be mlsunderstood'-’”
Stay in safe ne:ghbourhoods Just as you Ieam not to walk down dark alleys alone at night, you
need 540 “know - how 53 _to _' av0|d creepy places online.”
Review your own hablts carefully Parents are the ulttmate role models Keep channels of
communication - gl 5 ! SO ., " open.
Better safe than sorry. Make sure you are comfortable telling your parents/teachers if anythmg
menacing or cruel happens - - no matter what site you were on.
'1.3.1  Never give out personal details like-in rnessenge'r or in personal profiles.
132" Never give a friend’s details and never share your password with anyone and even
o enter it 'ca'refully, if someone is sitting near you. 'I
i 1.3.3.  Never meet up with' anyone you, befrlend onlme
. 134 _'_Never open the emalls \attachments \ links comlng frorn any, unknown person

1.3.5 'Be carefql while sharing your photos on somal, rnedla or with anyone.

CsP10.




BBPS

136

| : '_ ils or access other data.
Never try to login as someone else and read their emails i

1.4 Key points for Online classes . .

141
14.2

143

1.4.4'

14.5

146

1.4.7

1.4.8

1.4.9

1.4.10

1.4.11
14.12

1.4.13

S

-Pacents/Stude.nt's/Gl.Ja:.dians must not share class invites/ links v\rith anyone _“’hf
Nt a part of the school or class or has not been in;:ited by the teachf?r- :
Parents/Students/Guardians must not take  photos, screenshots, record vide
aUdios of the virtual sessions. ; i '

All material shareq on Google Claésroom or Meet is the School’s intgllectual Prope
and downloading/ circulating/ Shéring of 'confent_ without permission is‘ __st'ric1
‘Prohibited. i I ;

sigh out of each session i:ompletely after-compje_tfqn of the session,

" Social 'med'i_a apps: such as Snap Chat, ln_stagra_m; WhatsApp,_ or Facebook are ng
official, S'chool-sanc'tioned channels of communication and must not be used fo
teaching and learning, '

student is not able to attend any session. 5
All users are required to pe polite, respectful, and appropriate in their

COmmunications and must represent the school’s values in theff,inter’actio_ns wiih

others, this applies for written words and as well as tone of Conversation.

The users(staff/students) must respect Copyright and Iicensing laws with respect to

parents.

Don’t use other’s informatijon to login angd not even attempt to infe

to make someone else computer\device\credentiaIs,

Ctorinway to try

Using the secured & encrypted SSL-VPN for remote access.
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15 ELEGTRONICCRIME [E CRIME] P _' i AN o

1.{,,|t' occurs when computers or arwr other electromc communlcatlon equnpment or de\nces (such as
moblle phones or the mternet) are used to commrt an offence are. targeted in-an offence, oractas '

' i' % o

storage or commumcatlon devices | in an offence

TYPES OF ELECTRONIC CRIMES [E CRIME)

1._5.1' Fraud & Fmanmal Crlmes Computer fraud |s dlshonest mlsrepresentatlon of fact
'mtended to causeloss For example bank fraud identity theft, extortion, and theft o S

W cla551fed mformatlon

<.'r. 5

. 152 Obscene or offens:ve content The content of websntes and other electromcs
, 8 L 2 _' - % communlcatlons may be dlstasteful obscene or offenswe for a Varlety of reasons. In
S5 . ; some mstances these commun[catlons may be ||Iega| i T
153 _ Cyber bullylng content may be offenswe ina non- SpEleIC way, harassment dlrectlng
: . obscenltles and derogatory comments at spet:iflc lndw:duals focusmg for example on
gender, race,._rellg:on, _natlon_a_tlty, se_)_(ua] orlentatlon..Ibls _o_fte_n_occurs in chat rooms,
: through newsgrolu.p.s alnd by Sending'hate &-mail to'intereste'd'oa rties. Any comment

that may be found derogatory or offenswe is consrdered as Cyber bul[ymg

15.4 Threats: Advertisements promlsmg unrealistic products/serwces (adware) and
 software that mtentlonally causes harm (Malware) .

155 Cyber Terrorlsm A cyber terronst is 'someone who |nt|m|dates or coerces a

" government or organlzatlon to advance h:s or her polltlcal or- so<:|al objectives by

[aunchmg computer based attack agalnst computers network and the mformatlon

stored on thern

1.6 IT DEVICES/RESOURCES:

They fnclude (such as desktops, notebooks, and tablets),' -storag_e devices (USB and flash memory_
devices, CDs, DVDs, floppy disks, iPod, -iVIP3 players) 'c'ameras (video and digital cameras and web
cams), all types of moblle phones gaming consoles, video and audio players or receivers (portable CD

and DVD players), and any other snmllareiectromc and storage technologles

1.7 Know about!Cybef‘l 'ﬁullying

BBPS




To define bullying the most acceptable def‘nmon of cyberbullymg which has been used Is “an

. usm ele r
o _aggresswe lntentaonal actor behawour that s carned out by agroup o an '”d""dual g elect Onic

: 'forms of contact repeatedly and over-time agalnst a vu:tam who cafifot easaIV defend h|m or he’-"e'f 5

When the I'~'-"-1”lr'lng happens online with the help of technology it is cyberbullyrng Cyberbullymg in

India mcludes sharmg prwate or personal mformatron about someone Wthh can cause
embarrassment to the person, ¢

i i 2 B

1,7.2
173
1.7.4
A7

1.7.6

1.7.7

1.7:8
1.7.9
1.7.10
- 1,711
1.7.12

Place of occurrence of cybel bullymg are as follows

_Soclal Medla ( Facebook Instagram Snapchat Tw:tter, etc.)_ .
SMS (text messages from the cellular network)

Instant Message Servlces (WhatsApp, Facebook messenger § message etc.)
Emall ; ;

Cyberbullying Forms and examples: .-

Humiliating/en'lbarrassing'content posted online aboyt the victim of online bullying,

Hacking of account
Posting vulgar rnes'sages :
Threatenmg the VlCtlITI to commlt an act of wolence

Stalkmg _ .
Child porr’nogrz-:';:th\ar or threats of child pornography ;

1.8 PARENT AND STUDENTS ACKNOWLEDGMENT

1.8.1

1.8.2
1.8.3

1.84

BBPS

J, Or to amend any of t|
parents and students wrll be advised in writing via the g

The policy is available for download from the school website,

. - | CSP 1.0
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1.9 ACTION in case of Security breach by Student

’ v 3 3 j ROk ! b

If any student breaches this 'policy, then he\she will be subjected to,terms and canditid’ns under
Bal Bharati Publlc School Code of conduct Poltcy And the casé will be handled by the school
inhouse “Cyber Cell” — a committee of 03 members = VP\HM of the school, 01 person from

technical team (probabls,ar the tech.- council member) & 01 person from class reps.

1.9.1‘ Mmor breaches (I[ke lnstalllng new software accessmg mternet connectmg IT
‘ de\nces w|thout prlor permnss:on of ‘the concerned teacher etc) of thls pollcy will
result i in the suspenslen perlod of two weeks : _ _
1.9.2 Major breaches (Ilke cyber bul[ylng, ldentlty theft etc. ) of thIS pollcy W|II result in the
suspenslon perlod of up to ten weeks, _ :
1.93  If you behave enllne in-a manner that threatens the weH belng of another child,
| student, parent or member of the school communlty, even if this occurs off-5|te

during or after the school hours, the Principal/VP/HM has the authority to take

appropriate action. D : SR

1.9.4 Whenit s suspected thata personal electronic device such as _a. mobile phone is used
to capture images of a crime (such as an assault), or contains any other evidence of a_
crime, the device will be confiscated and handed to the police.

195 If the Principal suspects‘an electronic crime has been committed, this will be reported

s S B P e

to the Police Department. Where there is a further reasonable suspicion that evidence
of a crime, such as an assault, is contained on a mobile phone or other electronic
device such as a notebook computer etc., and the dewce will be confiscated and

* handed to the mvestlgatmg police officer. The pohce will determine any further
action. ' N

1.9.6 These actions may be taken even if the alleged incident occurs off site and/or out of

school hours.

BBPS ' : . CSP 1.0



1 10 Understzmd t]te Cyber law

e T o evi
e cybe' secuntyl] means protectlng mformatron, eqmpment d

e S_'ection-'z"[l)"(_{)) ofln'for'matio._n and technology Act 2000

_' i’ Sectron 2 (1) (nb) of Informatron and technologv A“ 20007_--.. o

ceé 'comput'er' computer :

5 from unauthorrsed access -
: resource, communlcatron dewce and mformatron stored thereit‘l i) bR

el e
Ty 1§

i use,dlsclosure d|sruptron modlflcatlon or destruchon] sy

T or mstructrons
"data" means a representatlon of mform trou knowledge, facts concePts

'whlch are bemg prepared or have been prepared ina formahsed manner andis mtended to :
: be processed is heing processed or has been processed m a corm:'Uter system or computer'.
B network and may be m any form (mciudmg computer prmtouts magnetlc or optlcal storage -

_ medra punched cards punched tapes) or stored mternally :n the memory of the computer,

2 'Sectron 2 {1) ( ) of Informatlon and technology Act 2000

eiectromc form W|th reference to |nformatlon means any mformatlon generated sent,

¥ -received or stored in medla magnetac optlcal computer memory, micro film, computer

y -'generated mlcro fiche or 5|mr|ar device; (s) "Electromc Gazette" means the Ty

BBPS

' Section 2_(1) {t) of I'nformation"and technology Act 2006'

"Electronrc record" means data record or data generated |mage or sound stored, received .-

~orsentinan electronrc forrn or mlcro fllm or computer generated micro flche
Section 2 (1) (v) of Information and technology Act 2000

"Information" includes data, text |mages “sound, vo:ce codes, computer programmes 2
)

software and data bases or m|cro film or computer generated micro fiche

Section 43 of_Informati_on and technology Act 2000,

If any person without perm|55|on of the owner or any other person Penalty for who is .

mcharge of a computer computer system or computer damage to network = CompUter >

CSP 1.0
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' computer system, (a) accesses or secures access to such 'computer computer system etc or
.computer network (b) downloads, copres or’ extracts any data; computer data base or .
information from such computer computer system or computer network lncludlng
mformat:on or data held or stored in-any removable storage medlum, (c) mtroduces or
-‘ causes to be lntroduced any computer contarnlna nt or computer virus: mto any computer
| computer system or computer network (d) damages or causes to be damaged any computer :
computer system or computer network, data, computer data base or any other progra mmes
_.resu:img in such: computer computer system or computer network; (e) dlsrupts or causes
'-drsruptlon of any computer, computer system or computer network (f) derues or causes the_
.-_dental-of access to’ any personfauthorrsed .-‘to_ ._a_ccess..any_ comp_uter, _co_mpute_r_- S\rstem_o_r_ Ty
computer network by any-'means-‘(g')" provides-'any as'sista'nce:to 'any Ipe'rson to facilitate
" access to a computer computer system or computer network in: contra\rentron of the-'
5 prowsrons of this Act rules or regulations made thereunder (h) charges the serwces avalled
of by. a person: to the account of another person by tampermg W|th or mantpulatmg any 3

computer computer system, or computer network

He shall be Inable to pay da mages by way of compensatlon not exceedrng one crore rupees
to the person so affected Explanatton —For the purposes of this sectlon,f- (|} "computer
contammant means any set of computer mstructions that are de5|gned— (a) to modlfy
destroy, record, transmlt data or programme re5|d|ng W|thm a computer computer system_
or computer network or (b} by any means to usurp the normal operation of the computer
com_puter syster_n,_or co,mputer network, (u) -computer data base" means a representation
of information, knowledge; facts, concepts or instructions in text image, audio, video that
~ are being. prepared or have been prepared in a forma[lsed manner or have been produced
by a computer, computer system or computer network and are mtended for use in a
computer, computer system or computer. network,_ (iii) computer_— virus" means any
computer instruction, information, data or programme that destroys, damages, degrades-or
adversely affects the performance of a computer resource or attaches.itself' to another
computer resource and operates whena programme, data orinstruction is executed or some
other event takes place in that computer resource. (iv) "damage"_ means_to destroy, alter,

delete, add, modify or rearrange any computer resource by any means.

1.10.1 Section 471 of the Indian Penal Code, 1860 deals'with 'whoever fraudulentl-\} or
dlshonestly uses as genume any [document or electronlc record] whlch he knows or ¥

has reason to beheve to be a forged [document or electronic record], shall be
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; ; ARG R e ent or electrop;
Punished in the same manner as if He had forged such [documen o

ot

PRI Ry T RS e et G means of a compy
Section 66A of the IT Act deals with any person who sends, by 2 g

: { e i ssly offensive orh
. fesource or a communication device, ~any information that is grossly offen has

et I ' ) be false, but for t
" . menacing character; or any information which he knows to be false, but for the

; S g LR Z Sl ion, insult, inj
purpose of.causing. armoyance, inconvenience, dgngeﬂ olbstructlon, ! Juw'.

criminal intimidation, enmity, hatred or ill will, persistently by making use of such

. -Computer resource or a communication device; any electronic mail or electronic mai|

message for the purpose of causing annoyance or inconvenience or to deceive or to

& mislead theaddressee or _':"eéjpj'e_r:]t-f_aqupl_J.t'._ the origin .éf'f.ut_h'-mef-'?sagesi shall be

_punishable.with i:ﬁbrisbpmént_f'or_ a term which may extend to three years and with

fine Section 66C of the Information ._anClj_‘T,ech'nology._':Act; 2000 Act deals punishment

__for-ident'it_y theft and says that Whoe\irer_, .fra'u_dulently or dishonestly make use of the

electronic signat_ure,',:_pas_s_wqrq or any other unique identificatign_feaitu_re of any

- person, shéfll'be'pluni'shed',with impriéoh_n‘ient of ei'ther-descriptioh for a term which

: .-_mayi'extend_ It’o-th'r_ee years and shall also be liable to fine with may extend to rupees. '

~one lakh,

1103

1.10.4 :

1405

Sec 66D of the Information and Technology 'Act;‘ 2000deals with punishment for
cheating by _'péfsdna't_i_on by using computer resource, With imprisonment of either
dest’ripfion for a term which may extend to '

three years and shall also be fiable to fine
which may extend to one lakh rupees.

effect is such as to tend to

likely, having regard "to a|j relevant -

) CSP 1.0
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the event of second or _s_ubseoluent conviction with imprisonment of either description

for a term which may extend to five years and also with fine which may extend to ten
lakh rupees.

1.10.6 Section 67A of the Infdrmation and TeEhnology Act, 2000- Punishment for publishing

or transmitting materlal contamrng sexually exphctt act, etc 5 in electromc form. -
‘Whoever publishes or transmrts or causes to be publlshed or transmitted in the
electronic form any material which contains sexually explicit act or conduct shall be
“ punished on first c’onviction with imprisonment of either description for a term which
may extend to five years and with fine wh|ch may extend to ten lakh rupees and in
the event of second or subsequent COI'IVICtIOﬂ with imprisonment of either descrlptlon_

for a term which may extend to'seven years and also with flne which may extend to
ten lakh rupees : i

1.10.7 Section 67B of the lnformatlon and Technology Act, 2000 deals W|th whoever -

publishes or transm|ts or causes to be publlshed or transmitted material in any
.electromc form whtch deplcts children engaged in sexually explicit act or conduct; or
 Creates text or dlg|tal images, collects, seeks browses downloads advertises,
-~ promotes, exchanges or distributes material | inany electromc form dep!ctlng children
In obscene or indecent or sexually explicit manner “or cultwates ent|ces or induces
chrldren to online relatlonshm with one or more chtldren for and on sexually explicit
act or in a manner that may offend a reasonable adult on the computer resource; or

' faohtates abusmg children online, or records in any electromc form own abuse or that

- of others pertalmng to sexually explicit act with chlldren shall be punished on first
2 conviction with |mpr|sonment of either description for a term which may extend to
five years and with fine which may extend to ten lakh rupees and in the event of
second or subsequent conviction Wlth Imprisonment of either description for a term

which may extend.to seven years and also with fine which may extend to ten lakh
rupees.

Governance of Law

The BBPS Staff and students shall be abided by the school Cyber Policy and shall be

governed by cyber security laws prevalent at the time being in force in the terntones
.and states of India.

; : L 1.0
BBPS Stapai oh



| have !‘ead_and.been mfbrmed about the:Cyber Secunty Pohcy of Bal Bharata P'Jb“

lmmedlate supemsor'or IT:depa ment

it

c Sc"h'ool' I:-' '

I understand that |f I have questaons, at any tlme regardlng the pollcv, ! w:ilconsultwﬂh my

- 1: have read the pollcy carefully to ensure that I understand thel pollc before SIgnlng thls

.. -Em ponee\Student Slgnature

5 _'.Recelpt By
Daterai

BBPS :

: Employee Prlnted Name

document : i

Jptae i
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'Cyber.sec

Cyber Safety

S Cybertuillving
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L Prevenben o

urity.

Camgas Saloty Mamsgerment 7 FANSOMTWEe
Irsparopeivie Content o

I' ‘1‘13:5’3-"_'; h {

- Piclection

SAFETY FIRST IS SAFETY ALWAYS
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